Template for Case Study based Lab Manual for Higher
Semester

DEPARTMENT OF CSE

EXPERIMENT LIST

CLASS: IB.TECH CSE

Semester: 06

SUBJECT: Cryptography

Specialization: Cyber Security

Overview and Basic Instructions:

Cryptography Lab is a cryptographic analysis and learning tool for programmers and fans. The
Cryptography Lab has built-in a lots of cryptography algorithms. Including classical cipher algorithms
(such as Caesar cipher), HASH algorithm, block cipher algorithm, stream cipher algorithm, public key
cryptosystems, public Key signature, MAC (Message Authentication Codes) and key derivation functions
cte.

In addition, it has built-in some tool functions, including file reading and writing functions, bit operation
functions, hexadecimal functions, digital certificate functions etc.

Week 01 to week 02

1 Write a C program that contains a string (char pointer) with a value \ Hello World’.
The program should XOR each character in this string with 0 and displays the
result.

2 Write a C program that contains a string (char pointer) with a value \ Hello World®. The
program should AND or and XOR cach character in this string with 127 and display the
result.

Week 03 to week 04




Write a Java program to perform encryption and decryption using the following

algorithms:

a)  Ceaser Cipher
b)  Substitution Cipher

Hill Cipher

2 Write a Java program to implement the DES algorithm logic

Week 05 to week 06

1 Write a C/ JAVA program to implement the BlowkFish algorithm logic.

2 Write a C/ JAVA program to implement the Rijndael algorithm logic.

Week 07 to week 08

1 Using Java Cryptography, encrypt the text “Hello world” using BlowFish. Create your
own key using Java keytool.

2 Write a Java program to implement RSA Algoithm.

Week 09 to week 10

1 Implement the Diffie -Hellman Key Exchange mechanism using HTML and JavaScript.
Consider the end user as one of the parties (Alice) and the JavaScript application as other
party (bob).

2 Calculate the message digest of a text using the SHA-1 algorithm in JAVA.

Week 11 to week 15: Case Studies and Value Based Projects.

(1) the breaking or design of (variations of) a number of known cryptographic primitives {e.g.,

encryption schemes, authentication schemes, etc.);

(2) designing and implementing privacy and security solutions, based on the cryptography studied

in class, as an improvement to a real-life system. |

1

Casc Study 01

1. Business Case :
2. SDLC Process to be Followed: AGILE/ SPIRAL/ WATER FAILL




Estimation Process to be Followed : SCHEDULE, SIZE and EFFORT
Design Standards To be Followed :

CODE Standards to be followed

Business Benefit:

SN e

2 Case Study 02

Business Case :

SDLC Process to be Followed: AGILE/ SPIRAL/ WATER FALL
Estimation Process to be Followed : SCHEDULE, SIZE and EFFORT
Design Standards To be Followed :

CODE Standards to be followed

Business Benefit:

O Lh T Y =

3 Case Study 03

Business Case :

SDLC Process to be Followed: AGILE/ SPIRAL/ WATER FALL
Estimation Process to be Followed : SCHEDULE, SIZE and EFFORT
Design Standards To be Followed :

CODE Standards to be followed

Business Benefit:

G A L DS

Total 15 Periods Outcomes { Week 1 to week 15)

Outcome based Benefit:

1. Students will be able to implement and cryptanalyze classical ciphers. Evaluation: Assessed
by homeworks.

2. Students will be able to describe modern private-key cryptosystems and ways to
cryptanalyze them. Evaluation: Assessed by homeworks and exams.

3. Students will be able to describe modern public-key cryptosystems and ways to
cryptanalyze them. Evaluation: Assessed by homeworks and exams.

4. Students will be able to explain the mathematical concepts underlying modern
cryptography. Evaluation: Assessed by homeworks and exams.

5. Students will be able to describe the field of cryptography and its relation to
security. Evaluation: Assessed by homeworks and exams.



Experiments Details and Lab Instruction for Week 01-02
WEEK-1 and Week 2

Experiment 01 and 02

1. Course objectives: This course will enable students to

1. Way of Handling String

2. Developing the logic XOR and AND operation with String
3. implement the String handling program

2. Description (If any):

1. The programs should be implemented using C Language.

3. Problem Statement:

a) Write a C program that contains a string (char pointer) with a value \ Hello World’. The
program should XOR each character in this string with 0 and displays the result.

b) Write a C program that contains a string (char pointer) with a value \ Hello World™. The

program should AND or and XOR each character in this string with 127 and display the
result.

4. Experiment Study and Analysis Details:

The logic operations like XOR, AND will be implemented with a given text or String using C
language and analysed.

5. Solution Framework:
NA

Code and Design Standards:

Program:

a) Write a C program that contains a string (char pointer) with a value \ Hello World’. The
program should XOR each character in this string with 0 and displays the result.

#include<stdlib.h> main()

{



char str[|="Hello World";
char strl1[11];

mnt i,len;

len=strlen(str);
for(i=0;i<len;i++)

{
strl[i]=str[i]"0; printf("%c",str1[1]);

¥
printf(" \ n");
;

Output:
Hello World

Hello World

b) Write a C program that contains a string (char pointer) with a value \ Hello World’. The
program should AND or and XOR each character in this string with 127 and display the
result.

#include <stdio.h> #include<stdlib.h> void main()

{

char str[]="Hello World"; char strl[11];
char str2|11 |=str|]; int i.len;

len = strlen(str);



for(i=0;i<len;it++)

{

strl[i] = str[i]&127; printf("%ec” strl[i] ;
;

printf("\ n");

for(i=0;i<len;i++)

{

str3[i] = str2[i]"127; printf("%c” str3[i]);
¥

printf(" \ n";

¥

Output:

Hello World Hello World Hello World

Experiments Details and Lab Instruction for Week 03-04

WEEK-3 and Week 4
Experiment 02

1. Course objectives: This course will enable students to

1. Understand the working principles of encryption and decryption.

2. Implement various encryption-decryption algorithm like Ceaser Cipher, Substituition Cipher and Hill
Cipher ete. using Java language.

3. build and implement DES algorithmic logic.

2. Description (If any):
1. The programs shall be implemented in JAVA.

3. Problem Statement:



a) Write a Java program to perform encryption and decryption using the following
algorithms:

i) Ceaser Cipher
if) Substitution Cipher
iii) Hill Cipher

b) Write a Java program to implement the DES algorithm logic.

4. Experiment Study and Analysis Details:

Various encryption and decryption algorithm like Ceaser Cipher, Substitution Cipher and Hill
Cipher etc. will be im plemented using Java language and analysed. The DES algorithm will also be
experimented and analysed.

5. Solution Framework:
NA

Code and Design Standards:

Program:

a) Write a Java program to perform encryption and decryption using the following
algorithms:

i) Ceaser Cipher
ii) Substitution Cipher
iii) Hill Cipher

i) Ceaser Cipher

import java.io.BufferedReader; import java.io.IOException;

import java.io.InputStreamReader; import java.util. Scanner;

public elass CeaserCipher {

static Scanner sc=new Scanner(System.in);



static BufferedReader br = new BufferedReader(new InputStreamReader(System. _ in));

public static void main(String[] args) throws IOException {

// TODO code application logic here

System.out.print("Enter any String: "), String str = br.readLine();
System.out.print(" \ nEnter the Key: "); int key = sc.nextInt();

String encrypted = encrypt(str, key); System.out.println(" % nEncrypted String 1s: "
+encrypted);

String decrypted = decrypt(encrypted, key); System.out.println(" \ nDecrypted String is: "

+decrypted);, System.out.println(" \n");

¥

public static String encrypt(String str, int key)



{ String encrypted ="";

for(int 1 = 0; 1 < str.length(); i++) { int ¢ = str.charAt(1);
if (Character.isUpperCase(c)) {

¢ =c¢ + (key % 26);

if (¢ ='2") c=c¢-26;

else if (Character.isLowerCase(c)) {
¢ = ¢+ (key % 26);

if (¢ ='z") c=c¢-26;

encrypted += (char) c;

3

retum encrypted,

H

public static String decrypt(String str, int key)

{ String decrypted =""; for(int 1 = 0; 1 <str.length(); it++) { int ¢ = str.charAt(i);






else if (Character.isLowerCase(c))
%
¢ = o - (key % 26);

if (¢ <'a')

=g+ 26,




decrypted += (char) ¢,
H

retum decrypted,

¥

¥

Output:
Enter any String: Hello World Enter the Key: 5

Encrypted String is: MjqqtBtwqi Decrypted String is: Hello World

ii) Substitution Cipher

import java.io.®; import java.util. ®;
public class SubstitutionCipher {
static Scanner s¢ = new Scanner(System.in);

static BufferedReader br = new BufferedReader(new InputStreamReader(System.in)), public static void

main(String[] args) throws IOException {

// TODO code application logic her ¢ String a = "abedefghijklmnopqgrstuvwxyz"; String b =
"zyxwvutsrgponmlkjihgfedeba';

System.out.print("Enter any string: "); String str = br.readLine();

String decrypt = ""; char c;
for(int i=0;1<str.length();1++)

{
¢ = str.charAt(d); int j = a.indexOf{(c);



decrypt = decryptt+b.charAt(j);

H

System.out.println("The encrypted data is: " +decrypt);
¥

H

Output:

Enter any string: accho

The encrypted data is: zxvsl

iii) Hill Cipher
import java.io.*; import java.util.*; import java.io.*; public class HillCipher {
static float[][] decrypt = new float[3][1];
static float[][] a = new float|3][3];
static float[][] b = new float[3][3];
static float[][] mes = new flo at[3][1];

static float[][] res = new float[3][1]:

static BufferedReader br = new BufferedReader(new InputStreamReader(System.in)); static Scanner sc =
new Scanner(System.in); public static void main(String[] args) throws IOException {

// TODO code applieation logic here getkeymes();

for(int 1=0;1<3;i++) for(int j=0:j<<13j-++) for(int k=0:k<3;k++) { res[i][j]=res[i][j]+a[i][k]*mes[k][j]; }
System.out.print(" \ nEncrypted string is : "); for(int 1=0;1<3;i++) {

System.out.print((char)(res[i][0]%2  6+97)); res[i][0]=res[1][0];

h

mnverse();
for(int 1=0;1<3;i++) for(int j=0:j<1;j++) for(int k=0:k<3;k++) {

decryptli][j] = decrypt[i][j]+blil[k]*res[k][j]; } System.out.print(" \ nDecrypted string is : ");



for(int 1=0;1<3;i++){ System.out.print((char)(decrypt[i][0]%626+97));
!
System.out.print(" \ n");

3

public static void getkeymes() throws IOException { System.out.println("Enter 3x3 matrix for key (It
should be inversible): ), for(int i=0;1<3:i++)

for(int j=0;) <3:;j+=+) a[i][j] = sc.nextFloat();
System.out.print(" \ nEnter a 3 letter string: "); String msg = br.readLine();
for(int i=0;1<3;i++)

mes[i][0] = msg.charAt(i) -97;

H

public static void inverse() { floatp,q;

float[][] ¢ = a; for(int i=0;1<3;1++) for(int j=0:j<3:;j++) {
// afi][j]=sc.nextFloat(),

if{(i==1) b[1][j1=1;

else b[i][j]=0;

H

for(int k=0:k<3;k++) { for(int 1=0;1<3;i++) {

p = oli][k];

q = c[k][k]; for(int j=0:<3:++) { ifi!=k) {



o[i][j] = e[il11*q -p*e[k1[]:

b[i][j] = b1l I*q-p*bIK][]:

IRE S

for(int i=0;i<3;i++) for(int j=0;j<3:++) { b[il[j] = bIil[}/ c[illil; }
System.out.println("™);

System.out.println(" \ nInverse Matrix is : "); for(int i=0:i<3:i+ ) {
for(int j=0:j<3:j ++) System.out.print(b[i][j] + " "y
System.out.print(" \ n"); }

Py

Output:

Enter a 3 letter string: hai
Encrypted string is :fdx

Inverse Matrix is :

0.083333336 0.41666666 -0.33333334
-0.41666666 -0.083333336 0.6666667
(.5833333 -0.083333336 -(0.33333334

Decrypted string is: hai

b) Write a Java program to implement the DES algorithm logic.

mmport java.util. *;

import java.io.BufferedReader; import
java.io.InputStreamReader; import
java.security.spec.KeySpee; import

javax.crypto.Cipher;



import javax.crypto.SecretKey;

mmport javax.crypto.SeeretK eyFactory: import
javax.crypto.spec. DESedeKeySpec; import
sun.misc.BASE64Decoder;

import sun.misc. BASE64Encoder; public
class DES {

private static final String UNICODE FORMAT = "UTF8";
public static final String DESEDE_ ENCRYPTION SCHEME ="DESede"; privateKeySpeemyKeySpec;

private SecretKeyFactorymySecretKeyFactory;
private Cipher cipher;

byte[] keyAsBytes;

private String myEncryptionKey; private
String myEncryptionScheme; SecretKey
key;

static BuffercdReader br = new BufferedReader(new InputStreamReader(System.in));
public DES() throws Exception {

// TODO code application logic here myEncryptionKey

= "ThisIsSecretEncryptionKey"; myEncryptionScheme =
DESEDE ENCRYPTION SCHEME; keyAsBytes =

myEncryptionKey. getBytes(UNICODE FORMAT), myKeySpec
YEneryp Y.gelby x YRCyop



=new DESedeKeySpec(keyAsBytes);,
mySecretKeyFactory = SecretKey Factory.getlnstance(myEncryptionScheme); cipher

= Cipher.getInstance(myEncryptionScheme);

key = mySecretKeyFactory.generateSecret(myKeySpec),

¥
public String enerypt(String uncneryptedString)

{ String encryptedString = null;
try {
cipher.init{( Cipher ENCRYPT MODE, key),
byte| | plainText = unencryptedString. getBytes(UNICODE FORMAT); byte]| |
encryptedText = cipher.doFinal(plainText);

BASE64Encoder base64encoder = new BASE64Encoder(),
encryptedString = base64encoder.encode(encryptedTe xt); } catch

(Exception ¢) {

¢.printStack Trace(); }
returnencryptedString; }

public String decrypt(String encryptedString)
{ String decryptedText=null;

try {

cipher.init{(Cipher DECRYPT MODE, key);

BASE64Decoder base6ddecoder = new BASE64Decoder(); byte[]
encryptedText = base64ddecoder.decodeBuffer(encryptedString); byte[] plainText
= cipher.doFinal(encryptedText), decryptedTexi= bytes2String(plainText); }



catch (Exception e) {
c.printStack Trace(); }

retumdeceryptedText; }

private static String bytes2String(byte[] bytes)

{ StringBufferstringBuffer = new
StringBuffer(); for (int 1 = 0; 1 <bytes.length;

i++) { stringBuffer.append((char) bytes[i]); }
returnstringBuffer.toString(); }

public static void main(String args []) throws Exception

{ System.out.print("Enter the string: "); DES

myEncryptor= new DES();

String string ToEncrypt = br.readLine();

String encrypted = myEncryptor.encrypt(stringToEncrypt); String
decrypted = myEncryptor.decrypt(encrypted); System.out.println(" *
nString To Encrypt: " +stringToEnerypt), System.out.println(" \
nEncrypted Value : " +encrypted);

System.out.println(" \ nDecrypted Value : " +decrypted); System.out.println("");

¥
OUTPUT:

Enter the string: Weleome String
To Encrypt: Welcome

Encrypted Value : BPOMwcOwKvg=
Decrypted Value : Welcome



Experiments Details and Lab Instruction for Week 05-06
WEEK-5 and Week 6
Experiment 05 and 06

1. Course objectives: This course will enable students to
1. Implement BlowFish algorithm.
2. Implement the Rijndael algorithm.

2. Description (If any):
1. The programs shall be implemented in C or Java.

3. Problem Statement:

a) Write a C/ JAVA program to implement the Blowkish algorithm logic.

b) Write a C/ JAVA program to implement the Rijndacl algorithm logic.

4. Experiment Study and Analysis Details:

The BlowFish algorithm for encryption will be experimented and analysed using C or Java. Rijndael algorithm
will be implemented using C or Java Language

5. Solution Framework:
NA

Code and Design Standards:

Program:

a) Write a C/ JAVA program to implement the BlowFish algorithm logic.

import java.io.*;



import java.io.FileInputStream;
mmport java.io.FileOutputStream;

mmport java.security. Key;
import javax.crypto.Cipher;

import javax.crypto.CipherOutputStream; import

javax.crypto.KeyGenerator;

import sun.misc. BASE64Encoder; public
class BlowFish §{

public static void main(String[] args) throws Exception {

£/ TODO code application logic here KeyGeneratorkeyGenerator
= KeyGenerator.getInstance("Blowfish™); keyGenerator.init(128); Key
secretKey = keyGenerator. generateKey();

Cipher cipherOut = Cipher.getInstance("Blowfish/ CFB/ NoPadding");
cipherOut.init(Cipher.E NCRYPT MODE, secretKey); BASE64Encoder encoder =
new BASE64Encoder(),

byte iv[] = cipherOut.getIV(); if
(1v !=null) {
System.out.println("Initialization Vector of the Cipher: " + encoder.encode(iv));

FileInputStream fin = new FileInputStream("inputlile.txt"); FileOutputStreamtout
= new FileOQutputStream("outputFile.txt"), CipherOutputStreamcout = new
CipherOutputStream(fout, cipherOut); int input = 0;

while ((input = fin.read()) != -1)

{ cout.write (input); }



fin.close(); cout.close(), 11

OUTPUT:

Initialization Vector of the Cipher: dI1MXzW970(Q)=
Contents of mputFile.txt: Hello World

Contents of outputFile txt: 0JO~ N4l «

b) Write a C/ JAVA program to implement the Rijndael algorithm logic.

import java.security.*; import
javax.crypto.*; import
javax.crypto.spec.®; import

java.io.*;

public class AES {

public static String asHex (byte buf[]) { StringBuffer
strbuf = new StringBuffer(buf.length * 2); int 1;

for (i = 0;1 < buf.length; it++) { if
(((int) buf]i] & 0xff) < 0x10)
strbuf.append("0™);

strbuf.append(Long.toString((int) buf]i] & 0x{f, 16)); }
retum strbuf.toString(); }

public static void main(String[] args) throws Exception

{ String message="AES still rocks!!";

/£ Get the KeyGenerator

KeyGenerator kgen = KeyGenerator.getInstance("AES");
kgen.init(128); // 192 and 256 bits may not be availab le



{/ Generate the secret key specs. SecretKey skey
= kgen.generateKey(); byte[] raw =
skey.getEncoded();

SecretKeySpec skeySpee = new SecretKeySpec(raw, "AES™),

/ / Instantiate the cipher
Cipher cipher = Cipher.getlnstance("AES"); cipher.init(Cipher ENCRYPT MODE,

skeySpec),

byte[] encrypted = cipher.doFinal((args.length == (0 ? message :
args[0]).getBytes()); System.out.println("encrypted string: " +
asHex(encrypted)); cipher.init{Cipher. DE CRYPT MODE, skeySpec),
byte[] original = cipher.doFinal(encrypted);

String original String = new String(original);
System.out.println("Original string: " + originalString + " " + asHex({original));
¥
3

OUTPUT:

Input your message: Hello KGRCET
Encrypted text: 3o00&&(*&*4rd
Decrypted text: Hello KGRCET



Experiments Details and Lab Instruction for Week 07-08
WEEK-7 and Week 8

Experiment 07 and 08

1. Course objectives: This course will enable students to

1. Encrypt a given string using BlowFish algorithm.
2. Implement RSA algorithm.

2. Description (If any):
1. The programs will be implemented in JAVA.

3. Problem Statement:

a) Using Java Cryptography, encrypt the text “Hello world” using BlowFish. Create your own key using
Java keytool.

b) Write a Java program to implement RSA Algoithm

4. Experiment Study and Analysis Details:

Applications of BlowFish algorithm on encryption will be experimented and analysed. The RSA algorithm will be
implemented using JAVA.

5. Solution Framework:
NA

Code and Design Standards:

Program:



a) Using Java Cryptography, encrypt the text “Hello world” using BlowFish. Create your own key

using Java keytool.

import javax.crypto.Cipher;

import javax.crypto.KeyGenerator;
mmport javax.crypto.SecretKey;
import javax.swing.JOptionPane;

public class BlowFishCipher §

public static void main(String[] args) throws Exception {
{ / create a key generator based upon the Blowfish cipher

KeyGeneratorkeygenerator = KeyGenerator. getlnstance("Blowfish™);

// create a key

/ / create a cipher based upon Blowtfish Cipher
cipher = Cip her.getInstance("Blowfish"),

/ / initialise cipher to with secret key

cipher.init(Cipher. ENCRYPT MODE, secretkey);

// get the text to encrypt
String inputText = JOptionPane.showInputDialog("Input your message: "), / /

encrypt message

byte[] encrypted = cipher.doFinal(inputText. getBytes());

/ / re-initialise the cipher to be in decrypt mode

cipher.init(Cipher DECRYPT MODE, secretkey),

// decrypt message
byte[] decrypted = cipher.doFinal(encrypted);
// and display the results



JOptionPane.showMessageDialog(JOptionPane. getRootFrame(),
" nEncrypted text: " + new String(encrypted) + " \n" A+
" nDecrypted text: " + new String(decrypted));

System.exit(0);
i3
OUTPUT:

Input your message: Hello world
Encrypted text: 3o00& & (*&*4rd
Decrypted text: Hello world

Write a Java program to implement RSA Algoithm

import java.io.BufferedReader; import
java.io.InputStreamReader; import

java.math.*;

mmport  java.util. Random;
import java.util. Scanner;

public class RSA {

static Scanner sc = new Scanner(System.in); public

static void main(String|] args) {

// TODO code application logic here

System.out.print("Enter a Prime number: ");

BigInteger p = sc.nextBigInteger(); // Here's one prime number..
System.out.print("Enter another prime number: "); Biglnteger q =

sc.nextBiglnteger(); / / ..and another.

Biglntege r n = p.multiply(q);
Biglnteger n2 = p.subtract(Biglnteger. ONE).multiply(qg.subtract(BigInteger. ONE));

Biglnteger ¢ = generatcE(n2);



Biglnteger d = e.modInverse(n2); / / Here's the multiplicative inverse

System.out.println("Encryption keys are: " + ¢+ ", " + n); System.out.println("Decryption

leeys ape: Mo dAY, Bty

¥

public static BigIntegergenerateE(Biglntegerfiofn) { int
y, iIntGCD;

BigInteger e;
Biglnteger ged,;

Random x = new Random(};

do{



y = x.nextInt(fiotn.intValue() -1);
String z = Integer.toString(y);

¢ = new Biglnteger(z); ged
= fiofn.ged(e),
mntGCD = ged.intValue();

¥
while(y <= 2| | intGCD != 1); return

e

2

¥
OUTPUT:

Enter a Prime number: 5

Enter another prime number: 11

Encryption keys are: 33, 55

Decryption keys are: 17, 55

Experiments Details and Lab Instruction for Week 09-10
WEEK-9 and Week 10
Experiment 09 and 10

1. Course objectives: This course will enable students to

1. Implement the Diffie -Hellman Key Exchange mechanism using HTML and JavaScript.
2. Learn the mechanisms of Key exchange between two parties.

2. Calculate the message digest of a text.



2. Description (If any):
1. The programs can be implemented in JavaScript and HTML.

3. Problem Statement:

a) Implement the Diffie -Hellman Key Exchange mechanism using HTML and JavaScript. Consider
the end user as one of the parties (Alice) and the JavaScript application as other party (bob).

b) Calculate the message digest of a text using the SHA-1 algorithm in JAVA.

4. Experiment Study and Analysis Details:

The Diffie-Hellman Key exchange mechanism will be experimented and analysed using HTML and JavaScript.
The message digest of a text will be calculated using SHA-1 algorithm.

5. Solution Framework:

NA

Code and Design Standards:

Program:

a) Implement the Diffie -Hellman Key Exchange mechanism using HT'MIL. and JavaScript. Consider the
end user as one of the parties (Alice) and the JavaScript application as other party (bob).

import java.math.BigInteger; import
java.security. KeyFactory; import

java.security. KeyPair;

import java.security.KeyPairGenerator; import

java.security.SecureRandom;

import javax.crypto.spec. DHParameterSpec;
import javax.crypto.spec. DHPublicKeySpec;
public class DiffeHellman §



public final static int pValue = 47; public
final static int gValue = 71; public final
static int XaValue = 9; public final static
int XbValue = 14;

public static void main(String[] args) throws Exception

{// TODO code application logic here
Biglnteg er p = new Biglnteger(Integer.toString(pValue)),
Biglnteger g = new Biglnteger(Integer.toString(gValue)),
BiglntegerXa = new Biglnteger(Integer.toString(XaValue));
BiglntegerXb = new Biglnteger(Integer.toString(XbValue));
createKey(); intbitLength = 512; /71512 bits

SecureRandomrnd = new SecureRandom();
p = Biglnteger.probablePrime(bitLength, md); g =
Biglnteger.probablePrime(bitLength, md);



createSpeciticKey(p, g);
¥
public static void createKey() throws Exception {

KeyPairGeneratorkpg = KeyPairGenerator.getInstance("DiffieHellman");
kpg.initialize(512);,

KeyPairkp = kpg.generateKeyPair();

KeyFactorykfactory = KeyFactory.getlnstance("DifficHellman"), DHPublicKeySpeckspec =
(DHPublicKeySpec) kfactory.getK eySpec(kp.getPublic(),
DHPublicKeySpec.class);

System.out.println("Public key is: " +kspec);

¥

public static void createSpecificKey(Biglnteger p, Biglnteger g) throws Exception {
KeyPairGeneratorkpg = KeyPairGenerator.getInstance("DiffieHellman");
DHParameterSpecparam = new DHParamcterSpec(p, g); kpg.initialize(param);

KeyPairkp = kpg.generateKeyPair();

KeyFactoryktfactory = KeyFactory.getInstance("DiffieHellman");

DHPublicKeySp eckspec = (DHPublicKeySpec) kfactory.getKeySpec(kp.getPublic(),
DHPublicKeySpec.class);

System.out.println(" \ nPublic key is : " tkspec),

3
h

OUTPUT:

Public key 1s: javax.crypto.spec. DHPublicKeySpec(@ Safd29 Public
key is: javax.crypto.spec. DHPublicKeySpec(@9971ad



b) Calculate the message digest of a text using the SHA-1 algorithm in JAVA.

import java.security.*;

public class SHA1 {

public static void main(String[] a) {
try {

MessageDigest md = MessageDigest. getlnstance("SHA1");
System.out.printin("Message digest object info: ");
System.out.printin(" Algorithm =" +md. getAlgorithm());
System.out.println(" Provid er = " +md.getProvider());
System.out.println(" ToString = " +md.toString());

String input ="";
md.update(input.getBytes()):
byte[] output = md.digest();

System.out.println();

System.out.println("SHA1( \ ""+input+" '\ ") = " +bytes ToHex(output));

input = "abe";
md.update(input.getBytes()); output
= md.digest(); System.out.printin();

System.out.printin("SHA1(\ ""+input+"\ ") = " +bytes ToHex(output));

mput = "abedefghyklmnopgrstuvwxyz";
md.update(input. getBytes());

output = md.digest();
System.out.printin();



System.out.println("SHAT(\ ™" +input+" \ ") = " +bytes ToHex(output));
System.out.println(""); }

catch (Exception ¢) {

System.out.println("Exception: " +e);

¥

public static String bytesToHex(byte[] b) {
char hexDigit[] = $10%, "IL'2) 31,4 51,6, "T' 8, " ‘B, 'C, D), BB},
StringBufferbuf = new StringBuffer(); for (int
1=0; j<b.length; j++) {
buf.append(hexDigit[(b[j] >> 4) & 0x0f]);
buf.append(hexDigit[b[j] & 0x0f]), }

returnbuf.toString(); }
3

OUTPUT:

Message digest object info:
Algorithm = SHA1

Provider = SUN version 1.6
ToString = SHA1 Message Digest from SUN, <initialized> SHAI1("") =
DA39A3EESE6B4B0D3255BFEF9560 1890 AFD80709 SHA1("abc")
A9993E364706816 ABA3E25717850C26C9CDODEID

SHA1("abedefghijklmnopgrstuvwxyz")=32D10C7B8CF96570C A04CE3 7TF2A191D8424 01D3A89






